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1. IosicHUTEABLHAA 3AMNCKA

1.1. [lenp u 3a1a4n JUCIHUILIMHBI

Llens aucuumiuHbel — (GOPMUPOBAHME 3HAHMA W yMEHHH MO obecrieueHHI0 MH(OPMAIIMOHHON
0€30MacHOCTH KOMITBIOTEPHBIX CHCTEM MW HWH()OPMALMOHHBIX MPOIIECCOB, M HABBIKOB IO HX
OTIPENIeJICHUIO JJIs1 KOHKPETHBIX YCIOBUIA.

3amauu JUCHUILINHGL:

— OBJIAJICHHE METOJaMH MOHHMTOPMHIA M ayAWTa, BBIBJICHUS YIpo3 HMH(POPMALMOHHON 0e3-
OIIACHOCTU MH(OPMAIIMOHHBIX CHCTEM,;
— (opMupoBaHMe HaBBHIKOB aHAIM3a MH()OPMAITMOHHONW HHOPACTPYKTYpHl HH(POPMAIIMOHHBIX

CHCTEM U ee 0€30IIaCHOCTH.

1.2. ®opmupyemble KOMIIETEHIIUNN, COOTHECEHHBIE C ITITAHUPYEMBIMHU PE3yJIbTaTaMU 00YUIECHHUSAIIO

JUCILIUILINHE:

KoMmnerennus
(kon W HaMMeEHOBa-

HUe)

NuankaTophl KOMNIeTeHIN T

(kK01 ¥ HAaUMEHOBaHHE)

PesynbTatel 00yyeHus

I1K-3

CrocobeH  ymnpaBisTh
3amUTON HMH(pOPMAIIH
B aBTOMAaTU3HWPOBAHHBIX
cucTeMax

[1K-3.1

3HAaeT OCHOBHBIE METOJbI YIIPaB-
JIGHUS 3alluTOW WH(OpPMALUH,
UH(POPMALIMOHHBIE PECypCHl  aB-
TOMAaTU3UPOBAHHBIX CHUCTEM, TO/I-
JeKallue  3alUTe;  OCHOBHBIC
yrpo3sl 0e30macHoCTH HH(pOpMa-
[IUM, MOJEIN HApyIIUTENs B aB-
TOMAaTU3UPOBAHHBIX CHCTEMaX

3HaTh: OCHOBHBIE METOABI YIpaB-
JIeHUs 3aIUTON WH(pOpMANU, WH-
(dhopMalinoHHble pecypchl U 06a3o-
Boil Mozenu Hapymurenss PCTOK
P®

[1K-3.2

Ymeer pazpabaTeiBaTh MPEIO-
KCHHA 110 COBCPHICHCTBOBAHUIO
CUCTEMBl YIpPABICHUS 3alUThHI
nH(pOpMallul aBTOMAaTHU3UPOBAH-
HBIX CHCTEM; KIacCU(PUIIUPOBATH
W OIEHUBATh YIpO3bl O€30IMaCHO-
cTH uH(}OpMAallUK; OLIEHUBATH
MH(OPMaLIMOHHBIE PUCKU B aBTO-
MaTHU3UPOBAHHBIX CUCTEMAaX

YMerb: KinaccupUIMpOBaTh Yrpo-
3bl, pa3palaThIBaTh TEXHUYECKHE
NPEUIOKEHUST IO COBEPIIEHCTBO-
BAaHUIO CHUCTEMbl YIpPABJICHUS 3a-
mUTHl UHGOPMAIMU aBTOMATHU3U-
POBaHHBIX  CHUCTEM, IPOBOJUTH
ayJuUT C LIEIbIO OLIEHKU PUCKOB

[1K-3.3

Brnaneer HaBbIKaMM COCTaBIIEHUS
KOMIUIEKCa IMpaBW, MpoILenyp,
IIPAKTUYECKUX IPUEMOB, IIPHUH-
IIMIIOB ¥ METOJ/IOB, CPEJCTB o0ec-
MeYeHus 3aluThl HHQopMaIu B
aBTOMAaTU3UPOBAHHON CUCTEME

Bnaners: HaBblkamMu 1Mo pa3zpadboT-
K€ OpraHU3aI[MOHHO-TEXHUYECKHX
1o 3ammuTe WHPOPMAIUH, TPHUEMBI
U TPUHILUIBI B COOTBETCTBUE C
ECK, ECII] u npyrumu HOpMa-
TUBHO-TIPABOBBIM JJOKyMEHTaMHU

1.3. MecTo JUCHMIUIMHBI B CTPYKTYpe 00pa30BaTeIbHON PO paMMBI

Huctunnmna «MHpopmanmonHas 0e30MacHOCTh TE€IEKOMMYHUKALMOHHBIX CHUCTEM)» OTHOCHUTCS
K 4yacTd, (GOopMHUPYyEMOH ydacTHHUKaMH 0Opa3oBaTeIbHBIX OTHOIIEHHH OJOKa JUCHUIUIMH y4yeo-

HOTO ITJIaHa.




5

Jis 0ocBOGHMS JUCLUMIUIMHBI HEOOXOAWMBI 3HAHUS, YMEHUS U BIAJCHUSA, CPOPMUPOBAHHBIC B
XO/Ie N3YUYCHHUS CIEAYIOMUX JTUCIUIUINH U MTPOXOKACHUS MPAKTHK: «ATapaTHbIE CPEICTBA BbI-
YHUCIUTETBHON TEXHUKNY», «be30macHOCTh OMepaluoOHHBIX cucTeM», «CeTH U CUCTEMBI Iepeadn
uHdopmanuny, «MHpopMamoHHbIe TeXHOIOTHNY, «IIporpaMMHO-anmapaTHble CpeicTBa 3allu-
Tl HHPOPMALIUN.

B pesynbpTaTre OCBOEHHS TUCHUILTUHBI (POPMHUPYIOTCS 3HAHUS, YMEHUS M BIaJeHUS, HEOOXOIH-
MbI€ JUIS U3YUYCHHUS CIEeIYIOIUX AUCIHUILIMH M IPOXOXKIACHUS NMpakTuK: «lIpeaaumniomMnas npax-
THKa».

2. CTpyKTYypa IMCHUILIMHBI

OO0mias TpyI0€MKOCTh JTUCIUILIMHBI COCTABISAET 2 3a4€THBIC CAMHUIIBI, (2 aKaJleMUYECKHX
yaca

CTpyKTypa AMCIMILIMHBI JIs1 04HOH GopMbl 00yUeHust

O0beM IuCHUIIMHBI B (JOPME KOHTAKTHOM paboThl 0Oy4arolUMXCs ¢ HelarornyecKMMU
pabOTHUKAMU U (WJIM) JIMLAMU, IPUBJIEKAEMBIMU K pealn3aliu o0pa30BaTeIbHONW MPOrpamMMbl
Ha MHBIX YCJIOBUSX, IIPU NIPOBEJCHUN y4EOHBIX 3aHITHIL:

Cemectp | Tun yueOHBIX 3aHATHI KommmuectBo
JacoB
8 Jlexun 22
8 [TpakTrueckue paboThI 28
Bcero: 50

O0beM TUCIUIUIMHBL B (POpME caMOCTOSATEIbHON PA0OTHI 00YUYAIONINXCS COCTABIISCT 22
aKaJeMUYECKHX Yaca.

3. Conep:xkaHue THCHUILIUHBI

Ne [ HaumenoBaHmue pa3geiia 1ucuu- Conepmaﬂue
IJINHBI

1 OcHoBHbBIE MOHATHSI, KOHIenuuu | Mnentudukanus, ayreHTu(UKaLns 1 aBTOpU3ALIUSL.
¥ NpUHOHNBI HHGopManuoHHoii | Mozaenu unpopmanronHoi 6ezonacuoctu. Tpuaga
0e30macHOCTH «KOH(UAECHIUAIBHOCTD, JOCTYITHOCTb, LIEJI0CT-
HocTby. ['excana [lTapkepa u mogens STRIDE. Vs3-
BHMOCTb, YyTP0O3a, aTaka. Y1iep0 u puck. Ympasie-
Hue puckamu. Tunsl u npumeps! atak. [laccuBHbIe U
akTuBHBIC aTaku. OTKa3 B oOcyxuBanuu. Bueape-
HUE BpeIOHOCHBIX nporpamm. Kpaxa nnyHocTy,
¢ummHr. Mepapxus cpecTB 3alIuThl 0T HHpOpMa-
LUOHHBIX Yrpo3. CpencTBa 6€30MacHOCTH 3aKOHO-
JATEIBHOTO YPOBHS. AJIMUHUCTPATUBHBIN YPOBEHB.
[TonmuTuka 6e3omacHocTH. CpencTBa 6€30MacHOCTH
npoueaypHoro ypoBHs. CpencrBa 6€301MacHOCTH
TEXHUYECKOTo ypoBHs. [IpuHIMIIBI 3a1IUTHI HHOP-
ManroHHOM cucteMsl. [logxon cBepXy BHH3. 3amu-
Ta Kak mpoiiecc. DienoHupoBanHast 3amuTa. Coa-
JaHCHpOBaHHas 3amuTa. KoMnpomuccsl cuCTeMbl
6e3onacHoctu. lIndpoBanue — 6azoBast TEXHOJIO-
rusi 0ezonacHocT. OCHOBHBIE MOHSTHUS U OIIpeJie-
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nenus. Cummerpuanoe mudposanue. [Ipodiema
pacnipenenenus kmoueil. Metoa duddu-Xenmana
nepeiayn CEKPETHOTO KIIF0Ya MO HE3alHIIICHHOMY
kanaiy. KoHnenuus aciMMeTpU4HOTO MH(poBa-
HUSL. AJITOPUTM aCHMMETPUYHOTO MIM(POBaHUS
RSA. Xem-pynkuuu. OqHOCTOpOHHHE (HYHKIIUA
mm¢ppoBanus. [IpoBepka 1e10CTHOCTH.

TexHosiornu ayreHTH(PUKAINH,
aBTOPHU3ALMU U yNIPaBJIeHUs J10-
CTYNIOM

Texnonoruu ayrenrudukanuu. GakTopsl ayTeHTH-
¢bukanuy yenoeka. AyreHTH(UKALUs HA OCHOBE
naposiell. AyTeHTH(QHKaIMs Ha OCHOBE alapaTHbIX
ayreHTU(UKaTopoB. AyreHTH(uKanus napopma-
IUH. DIEKTPOHHAs NOANUCh. AyTeHTU(UKALMS Ha
ocHOBe U POBBIX cepTU(UKATOB. AyTeHTH(PHKA-
LU IPOTPaMMHBIX KOAOB. TeXHOJIOTUY ynpaBieHus
JOCTYIIOM U aBTOpu3anuu. GOpMbI IpeICTaBICHUS
orpanuueHuil focrymna. Cucremsl ayTeHTU(UKALUU
Y YIPaBJICHHS JOCTYIIOM OTIEPAIIMOHHBIX CHCTEM.
Ayrentudukanuu nonb3osareneit OC. AyreHTudu-
karwust B OC cemetictBa Unix. [Tporokon SSH.
VYnpaBieHue 10CTyIIOM B OIEPAI[MOHHBIX CUCTEMAX.
LlenTpann3oBaHHBIE CUCTEMbI ayTEHTHU(PUKAIIMHA U
aBTOpu3auuu. KoHuenuus enHoro J0ruyeckoro
Bxoxa. Cucrema Kerberos.

TexHosoruu 0€30MaCHOCTH HA
OCHOBe (pMJIbTpAIIM M1 MOHUTO-
puHra rpagpuka

Ouiptpanus. Bunel puisrpauuu. CrangapTHele U
JIONOJTHUTENbHBIE ITpaBUiIa (GUIbTPALIMM MApLIPYTH-
3aropoB Cisco. DaiiepBosbl. DyHKITMOHAIBEHOES
HaszHaueHue (aiiepsona. Tumnsl paiieponos. [Ipok-
cu-cepsepbl. DyHKIMU IpOKCcU-cepaepa. «IIpokcu-
¢bukarys» npuiioxxeHuil. @aiiepBossl ¢ QyHKIMEH
NAT. Tpaguunonnas texnonorus NAT. bazoBas
TPaHCIALUSA CETEBBIX apecoB. TpaHcsuus cere-
BBIX aJjpecoB U NMopToB. [Iporpammusie (haiiepBoIIbI
xocTa. TUIoBbIe apXUTEKTYPhI CETEH, 3aIMIAEMBIX
¢aiiepBoramu. MOHUTOPUHT Tpaduka. AHaIU3aTO-
PBI IPOTOKOJIOB. AHANIM3aTOPbI MPOTOKOJIOB. CH-
crtema monutopunra NetFlow. Cuctembr 06Hapy-
KEHUS BTOP>)KEHUHA. APXUTEKTYpa CETU C 3aIUTON
NepUMeTpa U pa3JeIeHueM BHYTPEHHUX 30H. AyauT
COOBITHH 6€30MMacHOCTH.

ATaKu HA TPAHCIIOPTHYIO HH(pa-
CTPYKTYpY CeTH

TCP-araku. I[CMP-araku. UDP-ataku. [P-aTaku.
CereBas pasBeaka. 3aa4y U pa3HOBHIHOCTH CETe-
BoM pa3Benku. CkanupoBanue cetu. CkaHUpOBaHUE
noptoB. Ataku Ha DNS. TexHonoruu 3auyieHHo-
ro kaHana. CmocoObl 00pa30BaHUs 3aIUIIIEHHOTO
KaHazna. Mepapxusi TEXHOJIOTHNA 3al[UIIEHHOrO Ka-
Hana. Pacnipenenenne GyHKIMNA MEXIy MPOTOKOIA-
mu [PSec. bezonacuas accormarus. TpaHCTIOPTHBII
U TYHHEJbHBIN pexkxuMbl. VPN Ha ocHoBe mmdposa-
HUSL.
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5 | YA3BHUMOCTb NPOrPaAMMHOIO KO- | YSA3BHUMOCTH IPOTPAMMHOTIO KOJIa U BPEIOHOCHBIE
aa. MporpamMMsl. Y sI3BUMOCTHU, CBSI3aHHBIE C HAPYIICHU-
€M 3aILUTHI ONIEPAaTUBHON NAMATH. Y A3BUMOCTHU
KOHTPOJISI BBOAMMBIX JaHHBIX.
6 | be3onacHocTh NPOrpaMMHOIO BnenpeHue B KOMIIBIOTEPBI BPEIOHOCHBIX IIPO-
Koja. rpamm. Tposinckue nporpammbl. CeTeBbie YEpPBH.
Bupycsl. [IporpamMHublie 3akiiaiku. AHTUBUPYCHBIE
nporpammel. boTHer.
7 be3onacHocTh ceTeBbIX CJIY:KO besonacHocts BeO-cepBuca. besonacHocTh BeO-

Opaysepa. [IpuBaraocTs u kyku. [Iporokon HTTPS.
be3onacHOCTb CpeACTB CO3AaHUS IUHAMUUYECKUX
cTpaHuil. be30macHOCTh 3JEKTPOHHOM MOYTHI.
VYTpo3bl NPUBATHOCTH OYTOBOTO CEpBUCA. AYTEH-
tudukanus ornpasurens. Llupposanue conepxu-
MOT0 UChMa. 3alllUTa METAAAHHBIX MOIb30BATEIIS.
Crnam. ATaky OYTOBBIX MpuiIokeHUH. OOIauHbIe
cepBUCHI U UX Oe3zomacHocTh. Konnenuus o0nayHbIx
BbIuKciaeHU. OmnpeneneHyre 00JauHbIX BbIYHCIIE-
Huil. Mojenu cepBucOB 00s1auHbIX cepBUCOB. O0-
JIAYHbIC BBIYMCIICHUS KaK UCTOYHUK yrpo3bl. O0-
JIauHbIE CEPBUCHI KAaK CPECTBO MOBBILICHUS CETe-
BOI1 0€30M1aCHOCTH.

4. Obpa3oBaTe/ibHbIE TEXHOJIOTHH

OO0pa3oBaTe/ibHbIE TEXHOJIOTHH

Ne . Oo0pa3oBaTte/ibHbIE TEXHO-
HaumenoBanmue pasgena |Buabl yueOHbIX 3aHATHH
n/n JIOTUH
1 |2 4
1 |OcHOBHBIE TOHATHS, KOH- TpaguuuoHHas JEKLIUs C UC-
HEeNIUHN U TPUHIIUIIBI UH- M10JIb30BAHMEM IIPE3EHTALUN
dopmanroHHOI Ge30macHo- Pabota ¢ nutepaTtypoit
CTH
2 TpagunuoHHas JEKIUs C UC-
II0JIb30BAHNEM NIPE3EHTALNN
TexHonoruu ayreHTuuKa-
HIHH, GRTOPUSALIH 1 yHpas- Belnonnenue 3aganui
JIEHUS JOCTYIIOM .
IIpakTuyeckas padora 1 Pab6ota ¢ nutepaTtypoit
3 TpagunuoHHas JEKIUs C UC-
TexHomornu 6e30MacHOCTH I10JIb30BAHNEM IIPE3EHTALNN
Ha OCHOBE (MJIbTPALNH U
MOHUTOPHHTa Tpaduka [IpakTuyeckas pabora 2 Brimonnenue 3aganuii
Pabora c nureparypoit
4 |Artaku Ha TpaHcnopTHyto  |Jlekuus 4.1 TpaguuuoHHas JEKIUs C UC-
UHQPACTPYKTYPY CETH Jlexuus 4.2 MTOJIb30BAaHNEM MTPE3ECHTALNN
Brimmonnenue 3aganui
[TpakTuueckas padora 3 PaGoTa ¢ nuteparypoii
5 Jlexuus 5 TpagunuoHHas JeKIus C UC-

VYA3BUMOCTb POTPAMMHOI'O
KOJa.

IIOJIb30BAHUECM HpCSCHTaI_[I/Iﬁ
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[IpakTrueckas padota 4 Brimonaenue 3aganuii

Pabora c nureparypoit

6 Jleknusa 6 TpaguunoHHas JEKIUS C UC-
IIOJIb30BAaHUEM IIPE3CHTALUN
be3onacHoCTh IporpaMMm-
HOTO Koa. [IpakTuyeckas padora 5 Belnonuenue 3aganui
PaboTa ¢ nmuTeparypoii
7 |be3onacHOCTb CETEBBIX Jlexuus 7 TpanuuvoHHAs JIEKIUS C UC-
CI1y K0 I10JIb30BAHNEM IIPE3CHTALUN

[IpakTrueckas padota 6 Brinosnnenue 3aganuit

Pabota ¢ nutepaTtypoit

5. OneHka IVIaHNPYeMbIX Pe3yJIbTATOB 00y4YeHHs

5.1. Cucrema orieHUBaHUS

®opMa KOHTPOJIS Makc. K0J1u4ecTBO 0aJJI0B
3a ogny padorty Bcero
Texymuit KOHTPOJIb:
- npakmuyeckas paboma Nel 9 6annos 9 6annos
- npakmuyeckas paboma Ne2 9 bannos 9 6annoe
- npakmuyeckas paboma Ne3 9 6annos 9 6annos
- npakmuyeckas paboma Ned 9 bannos 9 6annoe
- npakmuyeckas paboma Ne5 12 bannos 12 bannos
- npakmuyeckas paboma Ne6 12 6annos 12 6annos
IIpomexxyTouHast arrecTanus — 3a4eT
(3auer mo Omieram) 40 6annos
HToro 3a cemectp 100 6annos

HepequL KOMIIETEHILIUH C YKa3aHHUEM 3TAIlOB UX (1)OpMI/Ip0BaHI/I$[ B IIpOo1IeCCC€ OCBOCHUA NUCLIH-

IJIMHBI TPCACTABIACTCA B BUJC Ta6J'II/IIII)I:

No Konmponupyemuwie pazoenwt ouc-
n/n | yunauHsl

Koo xkonmponupye- | Haumenosanue ouyenou-
MOl KomnemeHyuu | Hozo cpeocmea

1. Temsbr 1 —7 I1K-3 Ompoc
2. [TpakTuyeckue 3ansaTust 1 — 6 [1K-3 [Inan npakTuyeckux 3a-
HITUU

[TosryueHHBIN COBOKYIHBIN pe3ybTaT KOHBEPTUPYETCS B TPAJAULMOHHYIO IIKAJIy OLIEHOK U B
HmIKajIy olleHok EBpomelickoli cucTeMsl iepeHoca u HakoruieHus kpenutoB (European Credit
Transfer System; nanee — ECTS) B cooTBEeTCTBUY € TaOIUIICH:

100-6annbpHas mKa- TpajiHoNHas mKaa IIkana
aa ECTS
95 -100 A
83-94 OTIMHHO 3a4TEHO B

68 — 82 XOpOIIIO C




56 —67 D
50 55 YZIOBJIETBOPUTEIBHO E
20-49 FX
0-19 HEYJIOBJIETBOPUTEIILHO HE 3a4TEHO =

5.2. KpI/ITCpI/II/I BBICTABJICHUS OLCHKH 110 JUCIHHUITIIMHE

Banany/
HIkaJuaa
ECTS

OuneHka mo
JUCHUILIMHE

KpuTtepuu oueHkH pe3yJbTaTOB 00yUeHHUs M0 TUCHUTIJIMHE

100-83/
A.B

3a4TCHO

BricTaBisieTcss 00yJaromemMycsi, €CIIi OH TIYOOKO U MPOYHO YCBOMII TEOPETHICCKUI U
MPaKTUYECKUI MaTepHall, MOXET MPOJEMOHCTPUPOBATh 3TO HA 3aHITHUAX U B XOJI€
MIPOMEKYTOUHOM aTTeCTaIiH.

OOyuaronuiics NCYCPIBIBAIONIC U JIOTHUSCKU CTPOMHO M3JIaraeT yueOHbIH MaTepuat,
YMEET YBS3BIBATh TCOPHIO C TIPAKTHKOMN, CIIPABIISACTCS C PEIICHUEM 3aa4 nmpodeccruo-
HAJILHOW HATIPABJICHHOCTH BEICOKOTO YPOBHS CJIOKHOCTH, MTPABHIBHO 00OCHOBHIBACT
MIPUHSTHIE PELICHMUS.

CB00OOIHO OpUEHTHpPYETCA B yueOHOU U POo(hecCHOHATBFHON InTepaType.

Or1eHKa IO AUCIUIUTHHE BBICTABILIIOTCS 00ydJaromeMycs ¢ YI6TOM Pe3yIbTaTOB TEKY-
e U IPOMEXYTOUYHOM aTTECTaIUH.

Komnerenmmn, 3aKperuiéHHbIC 32 TUCIUIUTHHONW, COPMHUPOBAHBI HA YPOBHE — «BBICO-
KU,

82-68/

3a4TCHO

BricTaBnseTcs 00yJaromeMycs, €CIIi OH 3HAeT TEOPETUICCKUHN 1 MPaKTHISCKUN MaTe-
puai, TpaMOTHO U 10 CYUIECTBY M3JIaraeT ero Ha 3aHITHAX U B X0J1€ IPOMEKYTOUHOM
aTTecTalliu, He JIOMyCKas CyIeCTBEHHBIX HETOYHOCTEH.

OOy4aroNMIACs MPABUILHO MPUMEHSIECT TCOPETUUCCKUE MOJIOKEHUSI IPH PEIICHUN
MPAKTUYCCKUX 3a/1a4 MPOGECCUOHATBHOM HATIPABICHHOCTH PA3HOTO YPOBHS CIIOKHO-
CTH, BJIaZICET HEOOXOJMMBIMH JIJIs1 3TOTO HABBIKAMH M MTPUEMAMH.

JloCcTaToOYHO XOPOIIIO OPUCHTUPYETCS B yueOHOM U NMPodecCHOHATBHOM JINTepaType.
Or1eHKa IO AWCIUIUTAHE BBICTABILIIOTCS 00YJarOIEMyCsl C YIETOM PE3yIbTaTOB TEKY-
e U IPOMEXYTOUHOM aTTECTaIUH.

Komnerenmyn, 3aKperuiéHHBIC 32 TUCIUILINHON, COPMHUPOBAHBI HA YPOBHE — «XOPO-
LAY,

67-50/
D,E

3a4TCHO

BricTaBnsercs 00yJaromemMycs, eCiIi OH 3HaeT Ha 0a30BOM YPOBHE TEOPETHICCKUN U
MPAKTHIECCKUN MaTepuai, JOMyCKaeT OTACIbHbIC OMHOKH IIPH €0 W3JI0KCHUH Ha 3a-
HATHUSAX U B XOJI€ IPOMEXKYTOUHOM aTTECTAIUH.

OO0yyJaromuiics UCTIBITHIBAET OTpeIeIEHHbBIE 3aTPYAHEHUS B TPUMEHEHNUN TEOPETHY €-
CKHUX TIOJIOKEHUH NP PEHICHUN MPAKTUUECKUX 3a7a4 MpodheCcCHOHaTHHON HATpaBlIeH-
HOCTHU CTaHJapTHOTO YPOBHS CII0O)KHOCTH, BIIaJieeT HEOOXOIUMBIMHU JJISI 9TOTO 0a30-
BBIMH HaBBIKAMHU U TIPUEMaMHU.

JleMOHCTpHUpYyeT JOCTaTOYHBIN YPOBEHb 3HAHUS YUEOHOH INTEPATYPHI 1O UCIIUTIIIHHE.
OreHKa 1o JUCIUIUIMHE BBICTABIISIOTCS 00YYaIOMIEMYCsl ¢ YIETOM PE3yJIbTaTOB TEKY-
el U MPOMEXYTOUYHOM aTTeCTallH.

Komnerenmyn, 3aKperuiéHHbIC 32 TUCIUIUIHHOW, CPOPMHUPOBAHBI HA YPOBHE — «JI0CTa-
TOYHBIIY.

49-0/
F.FX

HE 3a4TCHO

BricTaBnseTcss 00yJaromeMycsi, €Cii OH He 3HaeT Ha 0a30BOM yPOBHE TEOPETHUCCKUI
1 TIPaKTHYECKUI MaTepHuall, TOIyCcKaeT IpyOble OIIHOKH IIPH €ro M3JI0KEHUH Ha 3aHs-
TUSX U B XOJI€ IPOMEXYTOUHON aTTeCTALIUU.

OO0yyJaromuiics UCTIBITHIBAET CEPhE3HBIE 3aTPYAHEHUS B IPUMEHEHUN TEOPETHUECKUX
TIOJIOKEHUH TIPH PEIICHUH TPAKTHYECKUX 3a/1a4 PO eCCHOHATBHON HAPaBIEHHOCTH
CTaHIapPTHOTO YPOBHS CIIO)KHOCTH, HE BJaJIeeT HEOOXOAMMBIMU JIJISl 3TOTO HABBIKAMH H
npuéMamH.

JemoHCcTpHpyeT (hparMeHTapHbIe 3HAHUS YIeOHOH JINTEPATypPhl TI0 AUCIIUATIIIHE.
OrneHKa 1o JUCIUTUIMHE BBICTABIISIOTCS 00YYaIOMEMYCsl ¢ YIETOM Pe3yJIbTaTOB TEKY-
el U MPOMEXYTOUHOM aTTeCTallH.

KomnereHIny Ha ypoBHE «IOCTATOYHBIN), 3aKPEIUIEHHBIC 32 TUCIUTUIMHON, HE Cop-
MHPOBAHBI.

5.3. OueHouHble cpeAcTBa (MaTepHUabl) Al TEKYIIEro KOHTPOJIS YCTIEBaeMOCTH, IIPOMEKYTOY-
HOM aTTeCTaIMy O0YYArOIINXCS 110 JUCITUTIIIHE
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Bonpocs! k 3a4eTty - npoBepka chopmupoBaHHOCTH Komnerenimii [1K-3

KonTposbHbIe BONPOCHI Peanm3yemble
KOMIEeTeHIIHH
1. TlonsTne naeHTUUKAIMHN, AyTEHTU(DUKAIIUYA U aBTOPU3ALINH. [1IK-3
2. Mopenu nnpopMaiMoHHOI 0€30MacHOCTH. I1K-3
3. TloHsATHE YSI3BUMOCTH, YI'PO3BI, ATAKH. I1K-3
4. Ymep0 u puck. YrpaBieHHe PUCKaMHU. I1K-3
5. IlaccuBHbBIC U aKTUBHBIE aTaKU. I1K-3
6. Vepapxust cpeCTB 3alUThI OT UHOOPMAIIMOHHBIX YTPO3. I1K-3
7. IloHsiTHE OJIMTUKN OE30IIACHOCTH. I1K-3
8. IlpuHUuIIBI 32U TH KHPOPMAITMOHHON CUCTEMBI. [1K-3
9. OcHOBHBIE MIOHATHS U ONIPEeNICHHs] KpUNTOrpadum. I1K-3
10. CummerpuyHoe muQpOBaHHE. I1K-3
11. AcummerpuyHoe mudpoBaHHE. I1K-3
12. Tlpobnema pacnpeneneHus KIoYeH. I1K-3
13. Xemr-pyHnkumu. [1K-3
14. TlpoBepka 11€10CTHOCTH. I1K-3
15. TexHonorum ayTeHTHU(QHUKAIUY. [1K-3
16. Ayrentudukanus Ha OCHOBE MapoIeH. I1K-3
17. Ayrtentuduxaius Ha OCHOBE anmapaTHbIX ayTeHTU(UKATOPOB. I1K-3
18. Ayrentudukanus napopmaum. I1K-3
19. DnekTpoHHAS MOAIHUCH. I1K-3
20. AyrenTtudukanus Ha OCHOBE HU(PPOBBIX CEPTUDUKATOB. I1K-3
21. AyreHTH(UKAINI IPOTPAMMHBIX KOJOB. I1K-3
22. TeXHOJIOTHH yNpaBJIEHUs IOCTYIIOM U aBTOPHU3ALHH. I1K-3
23. Cucrembl ayTeHTH()HUKAINN W YIPaBICHUS JOCTYIIOM OmNepanuoHHbIX cu- | [1K-3
CTEM.
24. Ayrentuduxanmu noip3osareneit OC. I1K-3
25. Ayrentuduxamms B OC cemeiictBa Unix. I1K-3
26. ITpotokon SSH. I1K-3
27. YnupaBJjeHHe IOCTYIIOM B ONEPAIlHOHHBIX CHCTEMAaX. I1K-3
28. llenTpann3zoBaHHbIE cUCTeMbl ayTeHTU(UKanuu 1 apropusanuu. Konnen- | [TK-3
1S €TMTHOTO JIOTHYECKOTO BXOJIA.
29. Cucrema Kerberos I1K-3
30. ®unbrpanus. Buasl punsrparnmm. I1K-3
31. ®daitepBonbl. DyHKIMOHATBEHOE Ha3HaueHHe QaitepBona. Tumsl ¢aitepso- | [TK-3
JIOB.
32. TIpokcu-cepepbl. DyHKIMH Mpokcu-cepBepa. «lIpoxcuduramms» npuno- | [TK-3
JKEHHUH.
33. ®daiieproitnl ¢ hyaknumed NAT. Tpamgunmonnas texaonorus NAT. ITK-3
34. ba3oBas TpaHCIAIMS CETEBBIX ajapecoB. TpaHcmsauus cereBbx aapecoB u | [IK-3
TIOPTOB.
35. IIporpammusble (aiiepBobl XocTa. I1K-3
36. TunoBbIe apXUTEKTYPHI CETEH, 3alIMIaeMbIX (ailepBOIaMH. I1K-3
37. Mouurtopunr Tpaduka. AHaIM3aTOPbl MPOTOKOJIOB. AHanmu3aTopsl npoto- | [TK-3
KOJIOB.
38. Cucrembl 00Hapy)KEHHsI BTOPKCHHH. I1K-3
39. ApXHUTEKTypa CEeTH C 3allUTON NepuMeTpa M pasjeneHueM BHyTpeHHuX | [1K-3

30H.
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Ilpumepnoie 3a0anusn 013 mecmMupo8aAHUA-NPOBEPKA CHOPMUPOCAHHOCHIU KOMNEMEHYUT
IIK-3

1. KpunromapmpyTuszarop - 310:

a) annapamuo-npocpamMmMHbIL KOMIAEKC KPUnmo2pa@puieckou 3auumsl mpaduka O0anHHbix, 2010cd, 8U0e0
Ha ocHose wu@dposanus naxkemos no npomoxonam IPsec AH u/unu IPsec ESP npu ycmanosienuu coeou-
HEeHUsl, COOMEEemMCmeEYIouiull mpebosanusM K cpeocmeam Kpunmo2papuyueckol 3auumaol un@opmayuu
DCFE Poccuu u obecneuusarowuti bazosyo dyukuuonaivrocms cospemenno2o NPN-vempoiicmea..

0) MOOMIIBHOE CPENICTBO CBSI3H.

B) JINCKOBOE YCTPOMCTBO.

2. lllimio3 6e3onacHoctu VPN — 3108

a) CEeTeBOE YCTPOMCTBO, IMOJKIIOYAEMOE K JBYM W 0Oojiee CeTsIM U BBHINOJHSIONIEe (PyHKIIUU
mPpPOBaHUS U AYTCHTH(PHUKAIIUH 1711 MHOTOYUCIICHHBIX XOCTOB, PACTIOJIOKEHHBIX 32 HHUM.

0) cemesoe ycmpoucmeo, HOOKIYAeMoe K 08YM CemAaM U 8blnoaHAnuwee yuxyuu wupposanus
U aymenmu@urayuu 01 MHO20YUCICHHbIX XOCMO8, PACHONONCCHHBIX 34 HUM.

B) CETEBOE YCTPOMCTBO, MOJKIIOYaeMOE K JABYM MU 0Oojiee CETSIM W BBHINOJHSIONIEE (PYHKITUU
mUPPOBAHUS U ABTOPHU3AIUH JIJIS PA3ITUIHBIX XOCTOB.

6. YueOHO-MeTOAMUYECKOE M HH(POPMALIMOHHOE 00ecnedeHne THCIUTITHHBI

6.1. Criucok UCTOYHHUKOB U JIUTEPATYyPhl

Hctounnku
OcHOBHbIE

1. PykoBonsmuii TOKyMEHT. 3amuTa OT HECAHKIIMOHHMPOBAHHOTO JOCTyNa K HH(OpPMALWH.
TepMuHbI U onpeneneHus. Y TBEPKICHO pelleHueM mpesacenarens ['ocrexxkomuccuun Poccun
or 30 wmapra 1992 r. [Onekrtponssii pecypc] : Pexum  gocrymna
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-
dokumenty/rukovodyashchij-dokument-ot-30-marta-1992-g-1, cBoGoaHbIi. — 3ari1. ¢ KpaHa.

2. PykoBoasmuii JOKyMEHT. ABTOMaTHU3UPOBaHHbIE CUCTEMBI. 3allluTa OT HECAaHKLIMOHUPOBAH-
HOro goctymna K nadopmanuu. Kiaccupukanmsi aBToMaTu3upoBaHHBIX CUCTEM M TPEOOBaHUS
1o 3amuTe MH(popMaruu. YTBEpKACHO pelleHneM npezacenarens ['ocyaapcTBeHHON TeXHU-
yeckoil komuccuu npu Ilpesunenre Poccuiickoit @enepanuu ot 30 mapra 1992 r. [Dnek-
TpoHHBIN pecypc] : Pexxum moctyma : https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-
normativnye-dokumenty/rukovodyashchij-dokument-ot-30-marta-1992-g-3, cBoGoaHbBIH. —
3ari. ¢ ’KpaHa.

3. PykoBomsmmii 1okyMeHT. CpeaicTBa BEIYMCIUTENBHON TEXHUKH. 3aIluTa OT HECAHKIIMOHHUPO-
BaHHOT'O JlocTymna K uHpopmauuu. [Tokasarenu 3alMIIEHHOCTH OT HECAaHKLMOHWPOBAHHOTO
JocTyma K nHpopManuu. Y TBEpKIEHO pelieHueM mnpeacenatens ['ocyaapcTBeHHOM TeXHUYe-
ckoi komuccuu npu Ilpesunenre Poccuiickoit @enepanyu ot 30 mapra 1992 r. [DnexTpoH-
Helii pecype] : Pexum gocryma o https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-
normativnye-dokumenty/rukovodyashchij-dokument-ot-30-marta-1992-g-2, cBoOoxaHBIH. —
3ari. ¢ 3KkpaHa.

4. PykoBonsumii 1okyMeHT. CpeicTBa BEIYUCIUTENLHON TEXHUKU. MexKceTeBble SKpaHbl 3aliu-
Ta OT HECAaHKIIMOHHPOBAHHOIO AOCTymna K nHpopmanuu. [lokazaTenu 3amuimEéHHOCTH OT He-
CaHKIIMOHUPOBAHHOTO JIOCTyNa K MH(pOpMalMU. Y TBEPXKAECHO pelIeHrneM rnpejcenarens [oc-
yIAapCTBEHHOM TexHuuyeckord komuccuu npu llpesmpente Poccuiickoit denepanuum ot 25
utonst 1997 r. [DnekrponHsiii pecype] : Pexxum moctryma : https://fstec.ru/dokumenty/vse-
dokumenty/spetsialnye-normativnye-dokumenty/rukovodyashchij-dokument-ot-25-iyulya-
1997-g, cBOOOIHBII. — 3ari. ¢ SKpaHa.


https://ru.wikipedia.org/wiki/IPsec
https://ru.wikipedia.org/wiki/%D0%A4%D0%A1%D0%91_%D0%A0%D0%BE%D1%81%D1%81%D0%B8%D0%B8
https://ru.wikipedia.org/wiki/VPN
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5. @eodepanvusiii 3axon «O0 mHbOpMaIUU, HHPOPMAIMOHHBIX TEXHOJIOTUSX M O 3alIUTE WH-
dopmarm» ot 27.07.2006 N 149-®3  [DnextpoHHBI pecypc] : Pexum mocrtyma :
http://www.consultant.ru/document/cons_doc LAW_ 61798/, cBoboaHbII. — 3ari. ¢ dKpaHa.

Jlureparypa
OcHoBHasA

1. T'onukoB, A. M. OCHOBBI TPOEKTUPOBAHUS 3ALIUIIECHHBIX TEIEKOMMYHUKAIIMOHHBIX CUCTEM :
yuebnoe nocobue / A. M. I'onmukoB. — Mocksa : TYCVYP, 2016. — 396 c. — Tekcr : 351eKTpoH-
Hbli // Jaus : anekrponno-oubmroTeunas cuctema. — URL: https://e.lanbook.com/book/110273
(mata obpamenus: 24.03.2024). — Pexxum moctyna: ajsi aBTOPU3. TOJIb30BaTEINICH.

2. Kazapun, O. B. IlporpammHo-amnmapaTHble CpeACTBa 3alIMThl MHGOPMAIMHU. 3aluTa IIpo-
rpaMMHOTO o0ecrieueHus : yaeOHUK u mpakTukyM s By30B / O. B. Kazapun, A. C. 3a6a0ypuH.
— Mocksa : U3marensctBo FOpaiit, 2020. — 312 c. — (Bricmiee o6pazoBanue). — ISBN 978-
5-9916-9043-0. —  Tekct: omektponnbii //  DOBbC  IOpait [caiit] — URL:
https://urait.ru/bcode/452368

3. dubpos, M. B. Ceru u TenekommyHukanuu. Mapmpyrtusanus B [P-cetsx B 2 4. Yacts 1 :
y4eOHHUK U MPAKTUKYM Jis By30B / M. B. JIubpoB. — Mocksa : M3natensctBo HOpaiit, 2020. —
333 ¢. — (Bwicmee o6pazoBanue). — ISBN 978-5-9916-9956-3. — TekcT : 2eKTpOoHHBIN //
OBC HOpaiit [caiit]. — URL: https://urait.ru/bcode/452430

4. Iuopos, M. B. Ceru u tenekommyHukauuu. Mapupyruzanus B [P-cetsix B 2 u. Yacts 2 :
y4eOHHUK U MPAKTUKYM JJs By30B / M. B. JITubpos. — Mocksa : M3natensctBo HOpaiit, 2020. —
351 c¢. — (Bwicmee o6pazoBanue). — ISBN 978-5-9916-9958-7. — TekcT : 31eKTpOHHBIN //
OBC HOpaiit [caiit]. — URL: https://urait.ru/bcode/453063

5. llernos, A. FO. 3amura nHopMaIyy: OCHOBHI TEOPUHU: YUEOHHUK /IS OakajlaBpuaTa U Maru-
ctparypsl / A. 1O. lernos, K. A. llernoB. — Mocksa: U3narensctBo FOpaiit, 2020. — 309 c.
— (bakanaBp u maructp.Akagemuuecknii kypc). — ISBN 978-5-534-04732-5. — Tekct: aek-
tpounsiii // DBC Opaiit [caiit]. — URL.: https://urait.ru/bcode/449285

6. CeTn ¥ TeNEeKOMMYHHKAIMU : YYeOHUK M mpakTukyM s By3oB / K. E. Camyiinos [u 1p.] ;
non penakuuent K. E. CamyiinoBa, U. A. Illanumosa, /1. C. Kyns6oBa. — Mocksa : M3natens-
ctBo lOpaiit, 2020. — 363 c¢. — (Bricmiee obpaszoBanue). — ISBN 978-5-534-00949-1. —
Tekcer : anextponnslii // DBC KOpaiit [caiit]. — URL.: https://urait.ru/bcode/450234

7. llansrun, B. @. KommiekcHas 3amnmra nHGOpMaIuyu B KOPIOPATUBHBIX CUCTEMaX : y4eOHOe
nocobue / B.®. lllanbrun. — MockBa : ®OPYM : UHOPA-M, 2022. — 592 c¢. — (Bricuiee
obOpa3oBanme: bakamaBpmar). - ISBN 978-5-8199-0730-6. - Tekct : snekrponHsni. - URL:
https://znanium.com/catalog/product/1843022. — Pesxum 10CTyMa: IO MOAIUCKE.

6.2. [lepeyens pecypcoB HH(POPMALIMOHHO-TEIEKOMMYHHUKAIIMOHHOM ceTH «IHTepHeT».

1. O¢uumansuelii caiit komnanuu Kpunronpo [DnexTpoHHBIH pecypc]: Pexum nocry-
na: http://www.cryptopro.com/, cBo6oiHbIi. — 3ari. ¢ 3KpaHa.

2. llentp paszpabotku Kpunrokom [ InekTpoHHBIN pecypc]: Pexum goctyna:
http://www.cryptocom.ru/products/index.html/, cBo6oaHbBIN. — 3ary. ¢ sKpaHa.

HarnonaneHas snexTponHas oudimorexka (HOB) www.rusneb.ru
ELibrary.ru Hayunas snextponHnas 6ubnmorexa Www.elibrary.ru
Onekrponnas oudanorexa Grebennikon.ruwww.grebennikon.ru

6.3. IIpodeccuonajbHble 0a3bl JAHHBIX U HH(POPMAIIMOHHO-CIIPABOYHbIE CHCTEMbI

Joctyn k npodeccuoHanbHbIM 6a3am maHHbIx: hitps:/liber.rsuh.ru/ru/bases



https://liber.rsuh.ru/ru/bases
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WNubopMalinoHHbIE CIIPABOYHBIE CUCTEMBI:
1. Koncynberant [Tmtoc
2. Tapanr

1. MaTepHaJILHO-TeXHH‘leCRoe o0ecrmeyeHue AUCHHUIIIIMHBI

Jlis obecnieueHus] AUCUUILIMHBI UCIIOIB3YETCsl MaTepHalIbHO-TEXHUUECKash 6a3a oOpazoBaTesb-
HOT'O YUPEKICHHUS:

JUISL JIEKUMOHHBIX 3aHATHHA - ydeOHasi ayJuTOpHs, JTOCKA, KOMIBIOTEP MM HOYTOYK, MPOEKTOP
(cTalMOHAPHBIN WM MIEPEHOCHOM) U1 IEMOHCTPALMK Y4eOHBIX MaTepPHAJIOB.

CocraB IIporpaMmMHOro o0ecrieueHusI:
1. Windows

2. Microsoft Office

3. Kaspersky Endpoint Security

JIJis ipoBeICHUS 3aHATHH JICKIIHOHHOTO THIIA TPEJIAarafoTCsl TEMATHUSCKUE HILTFOCTPAIIUN
B (popmarte npesentanuii PowerPoint.

2) isi MPAaKTUYECKUX 3aHSATHI — KOMIIBIOTEPHBIA KJIAaCC WM JTabOpaTopusi, TOCKa, MPOEKTOP
(cTalmOHApHBIN WM IEPEHOCHOM), KOMIIBIOTEP WX HOYTOYK AJIs IPENOJaBaTelNsl, KOMIIbIOTEPHI
JUTSE 00YJaroIIuXCsl.

COCTaB IIporpaMmMHOro 066CHC‘1€HI/I}12
1. Windows

Microsoft Office

Kaspersky Endpoint Security

Mozilla Firefox

Microsoft Share Point 2010

Secret Net Studio 8.4

Vmware Player 15.5

XSpider 7.0

. Nmap 7.8

10. Open VPN

11. SoftEther VPN

12. Windscribe VPN

13. TinyFEC VPN

©CoNoORWN

8. Obecneuenne 00pa3oBaTeJbLHOI0 MpoLecca IJsl JUI ¢ OTPAHHYEHHBIMH BO3MOKHOCTSI-
MH 310POBbsI

B X0[4€ peain3aii AUCHUIIIIMHBI UCITOJB3YIOTCA CICAYIOMUE TOIMOJTHUTCIIBHBIC
MCTOABI 06y‘-ICHI/I}I, TCKYIICTO KOHTPOJIA YCIICBAEMOCTH U HpOMC)KyTO‘-IHOﬁ aTrTeCTalnuun o6y11a-
IOMUXCA B 3aBUCUMOCTH OT UX MHAWBUAYAJIbHBIX OCOOCHHOCTEH:

® IS CHEMNBIX U CIIA00BUIAAIINX:

— IeKIUA OQOPMIISIIOTCS B BUJIE JEKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C MOMOIIBIO KOM-
MBIOTEPA CO CIEeIMATU3NPOBAHHBIM MMPOTPAMMHBIM 00ECTICUeHUEM;

— MMUCbMEHHBIC 3aJIaHUsI BBITIOJTHSIOTCS HA KOMIIBIOTEPE CO CICIHAIM3UPOBAHHBIM TPO-
TPaMMHBIM 00€CTIeYeHUEM, UITH MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;
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— o0ecrniedrBaeTcs MHANBUAYAIbHOE paBHOMEpPHOE ocBenieHne He MmeHee 300 Jrokc;

— ISl BBIMOJIHEHUS 3aJaHusl NpPU HEOOXOAMMOCTH MPENOCTaBISIETCS YBEIMUYMBAIOIEE
YCTPOMCTBO; BO3MOXHO TAK)KE€ HCIIOJIb30BaHHE COOCTBEHHBIX YBEINYHBAIOIINX YCTPOICTB;

— MMUCbMEHHbIE 3a/1aHUsI 0POPMIIAIOTCS YBEIIUUYEHHBIM HIPU(DTOM;

—9K3aMeH U 3a4€T MPOBOJATCS B YCTHOH (pOpME MIIM BBIOJHIIOTCS B MUCBMEHHOH (popme
Ha KOMIIBIOTEpE.

® Ui TIYXHX U CIa0O0CTBIIIAIIHX:

— JIeKUUU OQOPMIISIOTCS. B BUJIE IEKTPOHHOI'O JOKYMEHTa, MO0 IPEeAOoCTaBIsAeTCsS 3BYKO-
YCUJIMBAIOIAs anmnapaTypa UHAUBUAYAIBHOIO II0JIb30BaHUS;

— MMCbMEHHBIE 3a/1aHU BBINOIHAIOTCA Ha KOMIIBIOTEPE B MUCBMEHHOM (hopMe;

— 9K3aMEeH M 3a4€T MPOBOJATCS B MUCbMEHHOH (hopMe Ha KOMITBIOTEPE; BO3MOKHO MIPOBEJIE-
HUe B (hopMe TeCTUPOBAHUS.

e JUIs JIML C HAPYLIEHUSIMU OIIOPHO-/IBUTaTEILHOIO anapara:

— JIeKuuu 0(POPMIISIOTCS. B BUZE DJCKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C MOMOIIBIO KOM-
IBIOTEPA CO CIEUAIN3UPOBAHHBIM IPOrPAMMHBIM 00€CIIEYEHUEM;

— IUCbMEHHBIE 33JaHMsI BBINOJHAIOTCS HA KOMIBIOTEPE CO CHEUUAIU3UPOBAHHBIM IIPO-
IpPaMMHBIM 00€ecIlieueHUEM;

—9K3aMeH U 3a4€T MPOBOJATCS B YCTHOM (hOpME HITM BBIMOJTHSIOTCS B MHUCBMEHHOH (opme
Ha KOMIIBIOTEpE.

[Ipu HEOOXOIMMOCTH MPENyCMaTPUBAETCS YBEIMUEHUE BPEMEHH I [TOJTOTOBKH OTBETA.

IIponienypa  mpoBefeHUsT  HPOMEXYTOUHOM  arrectamuu  Juid  OOy4aroLIUXCs
YCTaHABIMBACTCS C Y4Y€TOM UX HMHIUBHIYaJbHBIX ICUXO(DU3MUECKUX OCOOEHHOCTEH.
[TpomexyTouHas aTTecTalysi MOKET IPOBOAUTHCS B HECKOJIBKO 3TAIIOB.

[Ipu nmpoBeneHun npouesypsl OLIEHUBAHUS PE3YIbTATOB OOYUYEHHS MpPEAyCMaTpUBACTCS
UCIIOJIb30BAaHUE TEXHUYECKUX CpEACTB, HEOOXOAUMBIX B CBA3M C HWHAWBUAYaJIbHBIMU
OCOOEHHOCTSAMHU OO0Y4YaIOIIUXCSl. DTU CPEACTBA MOTYT OBbITh IPENOCTABIECHbI YHUBEPCUTETOM,
WJIA MOTYT MCIIOJIb30BaThCsI COOCTBEHHbBIE TEXHUYECKHE CPECTBA.

[IpoBenenure mpoueaypbl OLEHUBAHUS — pe3ylbTaToB  OOy4yeHHUsS  JIOMYCKaeTcs C
UCIIOJIb30BaHUEM JAMCTAHIIMOHHBIX 00Pa30BaTeIbHbBIX TEXHOIOTUH.

ObecnieunBaeTcst 10CTyn K MHGOPMALMOHHBIM U OMOIMOrpadUuecKuM pecypcam B CETH
WHTepHeT ans kaxaoro odyvaromerocs B popMax, aJaiTHPOBAHHBIX K OIPaHMUYEHUSM UX 3/10-
POBBS ¥ BOCIIPUATHS MH(DOpMALIUU:

® IS CJICIBIX U CIa0OBUIAIIUX:

— B 11e4aTHOM (hopMe yBEITMUYEHHBIM HIPUPTOM;
— B (hopMe DJIEKTPOHHOT'O IOKYMEHTA;

— B opme ayauodaiina.

® JUIS TIIYXUX U CIa0O0CTbIIIAIINX:

— B IIeYaTHOM opme;

— B (popMe 3IIEKTPOHHOTO TIOKYMEHTA.

e IS 00YyYaroIMXCs C HAPYIIEHUSIMU OIOPHO-/IBUTaTEILHOTO anmapara:
— B IIeYaTHOM opme;

— B (popMe 3IIEKTPOHHOTO IOKYMEHTA;

— B ¢popMme ayauodaiina.

VY4eOHble ayIUTOPUH Ul BCEX BUAOB KOHTAKTHOW M CaMOCTOSATENbHOM padoThl, HaydHas
O0uOIMoTeKa W MHBbIE TOMEUICHUs NIl O0y4YeHHs] OCHAIIEHbI ClelHaIbHbIM 000pyJIOBaHUEM U
y4eOHBIMH MECTaMHU C TEXHUYECKHUMHU CPEICTBAMU OOYUEHUS:

® IS CHEMNBIX U CIIA00BUAAIINX:

— YCTPONCTBOM JUJIsl cCKaHUpOBaHus U uteHus ¢ kamepoit SARA CE;

— muctuieem bpaitis PAC Mate 20;

— npuntepoM bpaitng EmBrailleViewPlus;

® Ui TIYXHX U cIa00CTBIIIAIIHNX:
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— aBTOMaTHU3UPOBAHHBIM pabOunUM MECTOM JUIs JIIOJCH C HAapyIIEHHEM CIyXa U CIa0oCibl-
HIaIIKX;
— AKYCTUYECKHN YCUIIMTENb U KOJIOHKH;
e Ui 00yYaroIuXcs ¢ HapyIIEHUIMU OIIOPHO-ABUraTeIbHOIO anmapara:
— IEPEBUKHBIMU, PETYIUPYEMBIMU dproHomudeckumu napramu CHU-1;
— KOMITBIOTEPHOM TEXHUKOM CO CHelMaIbHBIM IIPOrPaMMHBIM 00€CIICUCHUEM.

9. MeToauuyecKkue MaTepHuaJibl

9.1. [1naHbI MPAKTHYECKUX 3aHATUH

- mpoBepka chopmupoBaHHOCTH KommnereHmii [1K-3

IIpakTuyeckoe 3ansaTue 1 (4 4.) «TexHoornu ayreHTHPUKANUN, ABTOPU3ANUH U YIIPAB-
JIeHHsI JOCTYNOM»- IIpoBepKa chopMupoBanHocTH KommereHnuii [TK-3
3anaHus:
1. CosmaHue HOBBIX MOJIK30BATEICH U HCCIICAOBAHNE MEXaHH3MOB PACIIMPEHHON ayTeH-
tudukanun Ha npumepe Secret Net Studio.
2. VYmpaBiieHHE OCTYIIOM B ONEPAIIMOHHBIX CHCTEMAaX C TIOMOIIIBIO BCTPOCHHBIX U HAJIO-
YKEHHBIX CPEICTB 3aIUThl HH)OPMAIHH.

IpakTuueckoe 3ansiTue 2 (4 4.) «TexHo0ruu 6€30MaACHOCTH HA OCHOBE QUIbTPAIIMU U
MOHHUTOPHHTIa Tpadukay» - mpoBepka chopmupoBaHHOCTH KommereHwmii [1K-3
3agaHus:

1. VYcranoska u HacTpoiika VPN-kiueHTa.

2. OcyuiecTBiIeHHEe MOHUTOPHUHIa Tpaduka.

3. OcymiecTBieHne ayauTa COOBITHI 0€30MacHOCTH.

IpakTuueckoe 3ansitue 3 (4 4.) «MccaenoBaHus TPAHCIIOPTHOH HHPPACTPYKTYPHI CETHY -
npoBepka copmupoBaHHOCTH KommnereHuui [1K-3
3agaHus:

1. Uzyuuts ctek nporokona TCP/IP.

2. TlomyuwTs y mpermogaBaTelss METPUKHU 30HIUPYEMBIX CETEeH.

3. CxkanupoaHue cetu. CKaHUpOBaHUE TTOPTOB.

4. TloaroroBka oTueTa 00 ypOBHE 3alIMIIEHHOCTH POCKAHUPOBAHHBIX Y3JIOB.

IMpakTuueckoe 3ausitue 4 (4 4.) «YA3BHMOCTH NPOTPAMMHOTI0 KO/Ia M BPEIOHOCHbIE MPO-
rpaMMbD» - IpoBepka chopMupoBaHHOCTH KomnereHuit [TK-3

3agaHus:

1. VYA3BUMOCTH IIPOTPAMMHOI0 KOJA.

2. HccnenoBanne MEXaHM3MOB KOHTPOJISI LETOCTHOCTH, KOHTPOJIS TPUIIOKEHUN U T.]I.
3. Hactpolika KOMIIOHEHTOB 3aIUTHI.

IpakTuueckoe 3ansitue 5 (6 u.) «[Iporpammusie 3akiaaaku. Padora ¢ u3oaupoBaHHOii
NpOrpaMMHOii cpenoii» - mpoBepka chopmupoBaHHOCTH KommereHwmid [1K-3

3agaHus:

1.MccnenoBanne METOI0B BHEAPEHHUS IPOTPAMMHBIX 3aKJIaJJOK B BUPTYaJIbHOU “TIECOYHULIE .
2.Hacrpoiika n30JUpOBaHHOI IPOrpaMMHOM CpPEJIbI.

3. KorduryprupoBaHrne KOMIIOHEHTa KOHTPOJISI CheMHBIX MAallTHHOTIMCHBIX HOCHTENIEeH HHPOpMa-
LUU.

IpakTnyeckoe 3ansTue 6 (6 4.) «be3onacHocTh BeG-cepBHCa» - MPOBEpPKa CHOPMUPOBAHHO-
ctu komnerenuumi [1K-3
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3agaHus:

1. N3yunTh criocoObl MpoOBEIEHUS TECTOB HA TPOHUKHOBEHHE.

2. Co6op cenenuii B cetn MHTepHeT 1o yszBumoctsiMWeb-cepBepoB Ha npumMepe apache u
nginx.

3. YcranoButh ckanepbl XSpider u Nmap.

4. [TpousBecty ckaHnpoBaHKe Ha 3amuiieHHOCTh Web-cepBrcoB Ha npumepe

caToBWWW.rsuh.ru, www.yandex.ru , wwwe.ict.cn.


http://www.rsuh.ru/
http://www.yandex.ru/
http://www.ict.cn/
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Ipunoowcenue 1.Annomayus
paboueli npoepammuvl OUCYUNTUHDBL

Jucunnmna «adpopmannonnas 6€300acHOCTh TEICKOMMYHHUKALIMOHHBIX CHCTEMY Pealn3yeT-
cst Ha pakynpTeTe MH(MOPMAIMOHHBIX CHCTEM M Oe301acHOCTH Kadeapolt KOMIUIEKCHOM 3alUThI
uHpOpMaLnH.

Llens aucuumuinHbl — (HOPMUPOBAHME 3HAHUM W yMEHHH 1Mo obecredyeHuto0 MH()OPMAIMOHHON
0€30I1aCHOCTH KOMIIBIOTEPHBIX CUCTEM M HH(GOPMALMOHHBIX IPOLECCOB, U HABBIKOB IO HX
OIPEEIICHUIO /Il KOHKPETHBIX YCIIOBUH.

3ana4yy JUCLUIUINHBIL:

— OBJIAJICHHE METOJaMH MOHHMTOPMHIA M ayAWTa, BBIBJICHUS YIpo3 HMH(POPMALMOHHON 0e3-
OINaCHOCTH UH(OPMAIIMOHHBIX CUCTEM;

— (opMupoBaHMe HaBBHIKOB aHAIM3a MH()OPMAITMOHHONW HHMPACTPYKTYpHl HH(POPMAITMOHHBIX
CHCTEM U ee 0€30I1aCHOCTH.

JlucnuninHa HanpaBiieHa Ha (GOPMHUPOBAHKE CIIEAYIOIINX KOMICTEHIIHNI:
e [IK-3 -CnocoOeH ynpaBisTh 3aIUTON HH(GOPMAIIMK B aBTOMATH3HPOBAHHBIX CHCTEMaxX

B pe3ynbraTe 0CBOSHUS AUCHUIUIMHBI O0yUYaIOUTHIICs TOJKEH:

3HAaTh TMPHUHIUIBI U METOJBI MPOTUBOJCHCTBYS HECAHKIIMOHHMPOBAHHOMY HWH(MOPMAIMOHHOMY
BO3/ICHICTBUIO Ha BHIYMCIUTENbHBIE CHCTEMBI U CUCTEMBI IIepeaun HH(OPMALIUK.

YMeTh OCYIIECTBIISITH MEPHI MIPOTHBOJACUCTBUS HAPYIICHUSM CETEBOM 0€30MacHOCTHU C UCIIOIb-
30BaHUEM Pa3JIMYHBIX MPOTrPAMMHBIX U amllapaTHBIX CPEJCTB 3alUThI, aHATU3UPOBATH U OLICHH-
BaTh YIpo3bl MH()OPMAIMOHHOW OE30MACHOCTH; MPUMEHATh OTCUYCCTBEHHBIC W 3apYyOCIKHBIC
CTaHAapTHl B 00JIACTH KOMIIBIOTEPHON 0€30MMaCHOCTH sl MPOEKTUPOBAHUS, pa3paboTKU U OIIeH-
KM 3alIUIIICHHOCTU KOMITbIOTEPHBIX CUCTEM.

Brnanetrs MeTomamu u cpeiCcTBaMH BBISIBICHUS YIpo3 0€30MacHOCTH aBTOMATHU3HPOBAHHBIM CH-
creMaM; MeToiaMu (POPMHUPOBAHKS TPEOOBAHUI 10 3amuTe HHGHOPMAITUN; METOJaMU aHallu3a U
dopmanuzanuu THGOPMAITMOHHBIX MPOIECCOB O0BEKTa M CBSI3eU MEXKIY HUMU; METOAMKAMU
MPOBEPKHU 3AIIMIIEHHOCTH O00BEKTOB MH(POpPMATHU3AIMK HA COOTBETCTBHE TPEOOBAHUSIM HOpMa-
THUBHBIX JOKYMEHTOB.

[To nucruIuiiHe IpeaycMOTpeHa IPOMEXKYTOUHAs aTTecTanus B popme 3auéta.
OO6mast Tpy10EMKOCTh OCBOSHUS TUCIIUTIIIMHBI COCTABIISACT 2 3a4ETHBIC SIUHUIIBL.



